Hpnaoxenne Nel, Tlamarka ans obyyasomuxes o6 undopmannonnoi GesonacHocT aerei

HEJIb351
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Beem moapsn cooduwars CBOWO YacTHYIO HHQOPMAIMIO (HACTOSIIHE HMsA, (QaMUIHIO,
TenaeoH, aapec, HOMEp LIKOMBL, a Talkoke GpoTorpaduu CBOH, CBOEH CEMBH H ApYy3eif);
OTKprIBATH BIOXKEHHBIE (HalIbl 31EKTPOHHOM [TOYTHI, KOr/la He 3Haelllb OTIIPaBUTENS;

3. I'pyGuts, IpHaHpaThCs, OKA3bIBATE JABICHHE — BECTH ceOst HEBEXKIIMBO U arpecCHBHO;

4. He pacnopspkalicss OCHBraMH TBOEGH ceMbH 0e3 paspelleHHs CTapuiMX — BCeraa
ClIpalluBail poauTesneH;

5. He Berpevakics ¢ VIHTepHET-3HAKOMBIMH B pEaJIbHOM JKH3HH - IIOCOBETYHCs CO
B3POCJIBIM, KOTOPOMY JOBEPSELIb.

- OCTOPOXHO

1. He sce mamyT npasay. Unraewms o ceGe Henpasny B MHTepHEeTe — coobumu 06 sToM
CBOHM POIOHUTEAM WIIH ONEKyHaM;

2. llpurnawaroT nepenyucLIBaTLC, HIPaTh, 0OMEHHUBATHCS — IIPOBEPb, HET JIK IIOBOXA;

3. Hesakonnoe konuposanue ¢aitnos 8 UHTepHETE — BOPOBCTBO;

4. Bcerma pacckassiBail B3pocibeM 0 npobaemax B CeTH — OHH BCEria [IOMOTyT,;

5. Mcnons3yit HacTpoifkm G6e30nacHOCTH M I[PHBATHOCTH, 4YTOGEI HE NOTEPATH CBOM
AKKAYHTBI B COLICETAX H APYTHX NOpTaIax.

MOXHO

1. Ypaxall Apyrax nosas3oBaresei;

2. Tone3yembes MHTEPHET-HCTOMHHKOM — Jefail CChUIKY Ha Hero,

3. OtrxpbIBai TOJILKO T€ CCUIKH, B KOTOPBIX YBEPEH,

4. Obwarecs 3a HOMOLIBIO B3POCIbIM — PONHMTENH, ONEKYHBI M aIMHHHCTpALUs CaHTOB
BCETa [IOMOTYT;

5. Tpotinn obyyeune Ha caitte «CeTeBHIOK» U MONYYH NACTIOPT LUPPOBOro rpaxaaHuHa!



[Tpuaoxenue Ne2. Undopmaumonnas namsitia s 00y4asoUHXCs A5 PAa3MELeHHs Ha
odpuunanbubix Hurepuer-pecypeax

C KaX/IBIM rOJIOM MOJIOAEKH B HHTEPHETE CTAHOBHTHCS GONBIIE, A WIKOILHAKH OJIHH M3
CaMblX aKTHBHBIX rfoOjb3oBaresieli Pyrera. Mexay TeM, NMOMHMO OFpOMHOTO KOAMYeCTBa

BOMOXHOCTEH, HHTCPHET HeceT W npobiieMbl. DTa naMATKa JOJDKHA [IOMOYL Tebe 6e30MacHo
HAXOJHUTECH B CE€TH,

Kosnviomepnote eupycuor

Komueiorepuriit  Bupye - 3T0  pasHOBMAHOCTS KOMIILIOTEPHBIX  IIPOTpamM,
OTIAYHTENBHON  OCOOEHHOCTBIO KOTOPOH fBMAEICA CHNOCOBHOCTE K  pasMHOXKEHMIO. B
NIONIONHEHNE K ITOMY, BHPYCBI MOTYT MOBPE[MTh MM MONHOCTHIO YHWYTOXKHTH BCe (ailisl u
/QHHBIC, T10/UCOHTPOILHBIC MOJIL3OBATENI0, OT MMEHH KOTOPOro Gblia 3amymicHa 3apadHuas
IpOrpaMma, a TaKKC IMOBPETh MM AAKE YHHYTOKHTb ONEPALMOHHYIO CHCTEMY CO BCEMH
(ait:tamu B wenom. B GosipluHHCTBE Cilyuaes PacnpocTpaHsIOTCs BUPYChl YEpe3 HHTEPHET.

METo/b! 3aLHTH OT BPEJOHOCHEIX POTPAMM:

I. Hcnonwsyii coBpemeHHsle ONICPANMOHHBIE CHCTEMBI, HMEIOOME CEPLE3HEIN YPOBEHD
3AUIHTE! OT BPEAOHOCHBIX POTPaMM;

2. Tlocrosinno ycranasnuBail mayTu (undpoBrle 3anIaTKH, KOTOPhIE ABTOMATUYECKH
YCTAHABIIMBAIOTCH C UEIBIO A0pabTKH NPOTPamMMbl) H ApYrHe OGHOBJIEHMS CBOCIH
ONCPALUMOHHOHA CucTeMbl, CkadquBal HX TONBKO ¢ OQHUMATLHOTO cafiTa paspaboTyrka
OC. Ecii cywuectByeT pexum asToMaTHIeCKOro oOHOBIIEHHS, BIUTIOUH €ro;

3. Paboraii Ha cBoem KOMIIBIOTCPE NOA NPABAMY NONL30BATEN, & HE aIMHHHCTPATOpA,
ITO HEe NO3BOJMT GOMBLIMHCTBY BPEMIOHOCHBIX MPOrpaMM HHCTAIMPOBATHECA Ha
TBOEM TEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnone3syit aHTUBHPYCHBIE NPOrpaMMHBIE NPOUYKThI H3BECTHBIX MPOU3BOAUTEIE, C
ABTOMATHYECKUM OOHOBNICHHEM Oa3;

5. Orpanuunus pusuueckuit ZOCTyn K KOMIBIOTEPY JUIA MIOCTOPOHHUX JIHLL;

6. Hcnonb3yit sBHemuue HocHTeNM uHpOpMalHK, Takke Kak GreuKa, JUCK ik Gaiin u3
HHTEPHETA, TOALKO U3 NPOYEPEHHBIX HCTOUHHKOB;

7. He orkpeiBail KOMObIOTEPHEIE hattiel, nonyueHHblE W3 HEHANEXHBIX HCTOYHHKOB.

Haxe Te dainel, KOTOpble TpHCNAN TBOA 3HAKOMBIH. Jlyquie ytounu y wuero,
OTINPABIIsUI JIH OH Tebe ux.

Cemu WI-FI

Wi-F1 - 5710 He Bi/ nepeslaun nanuwbix, e TEXHOJIOTHS, a BCEro ML Openj, Mapka. Eue
B 1991 rojly uuaepnanackas KOMNauus 3apeructpuposaia Openn « WECAw», uto 0603Hagano
ciosocoueranne «Wireless Fidelity», koTopeiit nepesoautes kax «DecnpoBOHAA TOYHOCTEY.

Ho mnamero Bpemenw pomuta npyras ab0peBuarypa, KOTOpas SBNSETCH TakoH ke
TexHonorueit. Ito abopesnarypa « Wi-Fi». Takoe Hassanme 65110 ZIaHO ¢ HAMEKOM Ha CTaHHapT
BLICIUKE 38YKOBOH Texnukn Hi-Fi, uto 8 nepesoae o3nayaer «BbicoKas TOYHOCTBY.

Ha, Gecrnatasiii unrepHer-j0CTyN B Kae, OTe/IAX H AdPOMNOPTAX ABNSETCH OTAHYHOMN

BOSMOKHOCTLIO BBIXOMA B MHTEpHET. Ho MHOrMe 9KCnepThl CYHTAIOT, YTO obwenoctynusie Wi-
Fi cern e sBasiores Gesonacubmvy.

Cosetnt mo GesonacuocTy paGore B obutenoctyrusix cetax Wi-fi:



He nepenasait csoto nuunyio undopmanmo uyepes obmenocrynueie Wi-Fi ceru.
Pabotas B HHX, e/MaTeNbHO He BBONMTH NAPONH JOCTYIA, JOTHHBI M KAKHE-TO
HOMEPA;

Venonm3y#t u oGHOBIISAH aHTHBHPYCHBIE IPOrpaMMB! H Bpanamayep. TeM caMbIM Thl
oGe3oniacuIb cebs OT 3aKa4YKH BUPYCa Ha TBOE YCTPONCTBO;

[Ipn wncnompsobanmu Wi-Fi otkmoun dymxumo «O6umit Joctyn K (aiinam u
npuntepam». Jlanuas QyHKUMA 3aKphITA 110 yMONYAHWIO, OAHAKO HEKOTOPbIE
N071B30BATE/IH AKTUBHPYIOT €€ As ynoGeTBa HCNoNb30Banus B pabote uim yuebe;

He ucnionesyit ny6amunemt WI-FI mis nepenaun AHMYHBIX JaHHBIX, HampuMmep s
BLIXOJla B COLHAIBHbIE CETH HJIH B SJICKTPOHHYIO NOYTY;

Mnonu3yil Tosnbko sammmensoe coemunenue yepes HTTPS, a we HTTP, te. IpH
Habope BeG-anpeca BBOAK uMeHHO «https://»;

B wvobumsnom tenedone otwmoun Qynxkmmo «[logkmodenme k  Wi-Fi

aBTOMarTHy4cckH». He nonyckail asToMaTHueckoro noaknodeHus YCTPOUCTBA K CeTSM
Wi-Fi Bes raoero coryacus.

Coyuanvuvle cemu

CounarbHble CETH akTHBHO BXOMSAT B Haury >XH3Hb, MHOTHE JIIOXH paboTaroT M KHBYT
TaM MOCTOAHHO, a B Facebook yxe 3aperncrpuposan MUMTHAap HYeNOBEK, YTO ABNICTCH O[HOH
CEeALMOM BCEX KMTENEH 1naneTsl. MHOTHE 10Jb30BATEH He NOHMMAIOT, YTO MHOpPMAIuH,

PAIMCHIEHHAA HMH B COIHATBHBIX CETHAX, MOMET OBITh HalJieHa ¥ HCIOJIb30BaHa K€M YTOJHO, B
TOM YHC/IE He 00s13aTeNnbHOo ¢ 6naruMm HaAMCPEHHAMH.

OcHoBHEBIE COBETHI 110 6E30NACHOCTH B COUHAIBHBIX CETAX:

1.

L2

Orpanuyb cnucok apyseif. Y 1ebs B Ipy3bsx He JOMKHO ObITh cydafHbIX H
HE3HAKOMBIX JIIOMIe;

3aumian cBoio 4YacTHyK Ku3Hb. He yKasblBad naponw, tenedonsl, agpeca, uary
TBOCIO DPOXKACHHA M JIPYTYIO AHYHYIO MHOOPMAuMio. 3/0YMBIULIEHHMKH MOTYT

HCIIONB3OBATE N@XKe WHOOPMALMIO O TOM, KaK Thl H TBOM POAMTENH INIAHHpyeTe
IIPOBECTH KAHHKYIJIBI;

Jaumiman CBOKO PeNyTALMIO - JEPXKH e B YHCTOTE M 3anaBali cebe BOTIPOC: XOTen Obl

TBI, YTOOb1 JIPYrHE NOJIL30BATENN BUAEIH, YTO Thl sarpyxaews? Tlogymal, npexue

HEM YTO-TO OMyBIMKOBATE, HAITHCATD H 3arPy3uT;

Eciu Thl TOBOPHUIL € JIOALMH, KOTOPBIX HE 3HAELIb, HE HCIIONB3YH CBOE peanbHoe
HMA ¥ APYryIO AM4HYIO MH(DODMALMA: KMS, MECTO KMTE/IBCTBA, MECTO y4yeGHl M
npoucee;

VisGerait pasmemenus dotorpaduit s Hureprete, rae Tbl H306paskeH Ha MECTHOCTH,
[10 KOTOPOH MOXHO ONpPEeIHTh TBOE MECTOIIONOKEHHE,

Ilpn peructpaiuy B COLHANBHON CETH HEOGXOLUMO HCNOJIb3OBATH COIKHBIE [1apony,
cocrosume 3 Oyks U UMQp U ¢ KOTHMYECTBOM 3HAKOB He MeHee §;

Hast coUHIbHON CETH, NOYTHI H APYTHX CAliTOB HEOBXOIUMO HCHOMBIOBATE pasHble

napomy, Torua ecnu Tebs B3JIOMAIOT, TO 3MOYMBILLTCHHHKY MOJIy4aT JAOCTYN TOMBKO
K OTHOMY MCCTY, a HE BO BCE ¢pa3y.

Dnexkmponnsie Oenveu

5

JIEKTPORHBIE IEHBIH — 3TO OYeHb yHOOHBIA Crocob niarexkeii, ogHako CYIIECTBYIOT

MOILUCHHHKH, KOTOpPhIE XOTAT NOJYMHTB 3TH HEHBIH,

:‘)J’IC-K’]‘pO?-!HI)IC JCHBTH TIOABHIIMCHL COBCEM HEJlaBHO H HMEHHO H3

-3a 3TOr0 BO MHOT'HX

FOCYlapCTRAX 10 CHX Nop He rnponucano IIPpO HHX B 3aKoHax.



B Poccun e OHH (YHKUMOHHPYIOT B O HHX Y€ MpPOINKCAHO B 3aKOHE, TIE HX
pasaeNslOT Ha HECKOJbKO BHJIOB — aHOHMMHBIE M HE aHOHMMHBle. PasHMma B TOM, 4TO
AHOHHMMHBIE - DTO T€, B KOTOPBIX pa3peiyaercs NPOBOAMTH onepauxu 6e3 umeHTMUKALHH
110/1530BaTE/1s, @ B HEAHOHHMHBIX WACHTHQHKANHK NONB30BATENS ABNAETCS 00S3aTCABHOM.

Taxxe ciepyeT pasauuarh JJICKTPOHHblE (HATHBIE NEHBIH (PaBHBI FOCYNAPCTBEHHBIM
BAIOTAM) U JJIEKTPOHHbIE He(HaTHEIE AeHbIH (He PaBHBI FOCYMAPCTBEHHBIM BAIIOTAM).

OcHosiple coBets! 110 Ge3onacHo paGore ¢ EKTPORHBIMH JCHBIAMH:

1. Ilpupsixku K cuety MoOuabHbLIR Tenedon. DTO camblit yAOOHBIA ¥ GLICTPBIH CrOcol
BOCCTAHOBMTL JIOCTYN K cueTy. Ilpusssanublii tenedoH nmomoxker, ecnu 3adyneus
CBOM IIJIATEKHBIH IIAPONb MM 3aiIelIb Ha CaliT C HE3HAKOMOI0 YCTPOMCTBE;

2. Vcnonp3syii omnopasosbiec mapond. [locne mepexona Ha YCHICHHYIO aBTOPH3AUHIO
Tebe yxe e OyacT yrpoxarh ONacHOCTL KPau HIIM [IEPEXBATa MJIATEXHHOrO Napois;

3. Buibepu cnoxnbit naponn. [Ipecrynumiam Gyzer He NpoOCTO yrazaTsh CIHOMHBIN
naposnb. Hagexiibie naponu — 370 naponu, KOTOPHIE COAEPI)KAT HEe MeHee 8 3HAKOB H
BKITIOHAOT B ce0sl CTPOYHBIC M NPONUCHSIe OyKBBI, LU M HECKOILKO CHMBO/IOB,
TaKHE KaK 3HaX A0Julapa, QyHTa, BOCKIHUATENbHBIH 3HaK  T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM MMYHBIE NAaHHBIC HA CAliTaX, KOTOPLIM HE JAOBEPAEITD.

Inexmponnasn nowma

ONEKTPOHHAS TIOYTA — ITO TEXHONOTHA H MPEJIOCTABISEMEIC €10 YCIYTH M0 [IEPEChUIKE H
HOJIYICHHIO 3JIEKTPOHHBIX COOOIMIEHHMH, KOTOPhIE PACHPENeNsiOTCs B KOMIILIOTEPHON CeTH.
OCBIMHO  3/IEKTPOHHBIH MOYTOBBIA ~ AWMK  BBITJIAAMT  CNEAYIOMM  ofpasom:

UMS_NONB30BATENA(@NMS_oMeHa, Takke Kpome Iepenayd TNpOCTOro TEKCTa, HMeercs
BO3IMOMKHOCTb 1Cpe/1aBaTh (pafl.

Ocrosupie copers 10 Ge3onaciiol pabore ¢ 3NEKTPOHHOMN TOUTOH:

I. Hano BeIOpath NpaBHILHbLA TOYTOBLIH CepBHC. B HHTEPHETE €CTh OrpOMHBIH BIGOP
DecriaTHLIX NOYTOBBIX CEPBHCOB, OAHAKO Ny4Ylle ZOBEPSTH TeM, KOTO 3HACIb U KTO
IEPBLIA B peHTHHTE;

2. He ykaspiBait B JM9HON mouTe JuHylo MH@oOpMauuio. Hanmpumep, nywmre BuiGpars
«My3BIKaIBIBIH_pasat@» unu «pok2013» BMecTo «Temal3y;

3. Mcenons3y# ABYXITAIHYIO ABTOPH3alMIo, DTO KOrAa IIOMHMO 11apoJis HY)KHO BBOIMTS
KOJ1, NpHCbLTaeMbIi 110 SMS;

4. Buibepr cnoxneiit maponb. JUis KaXLOro MOYTOBOro siMKa AOMKEH OBITH CBOM
HaJIeKHBIH, YCTOHYHMBBLT K B3JIOMY NapoJib;

5. Ecid ecTh BO3MOXKHOCTb HAIHCATb CAMOMY CBOM JIMMHBIN BOTIPOC, HCTIOMB3YA 3Ty
BO3MOXKHOCTD;

6. Mcrnonp3y#i HeCKONHKO NOYTOBBIX slMKOB. [lepBBI a8 9acTHOM TIEPENHCKH €
aZpccaTaMy, KOTOPBLIM Thl JIOBEpselb. JTO 3NEKTPOHHBIA ajpec He Hano
MCTIOJIL3OBATL LIPH PCrHCTPAlMK Ha popyMax H caitax;

7. He orkpbizaht ¢aiiibl ¥ ApyIHe BAOKEHMS B MHUCHMAX AaXKE €CNH OHM MPHUUIK OT
TBOMX ipysceit. Jlydine yrounn y uux, ornpasiasan nu ouu Te6e 311 dainsr;

8.

[locae okonuanus paGoTel HA NOYTOBOM CEpBHCE [epe/l 3aKphITHEM BKJIIKM C
CanTOM He 3abyib HaxaTh Ha « BuIATHY.



Kubeplynnune wiu eupmyanshoe usdecamenoCmeo

KubepOynnuer — mpecnegoBanue COOOIIGHHSMH, COACPXKAIIAMH OCKOPONEHHMA,

arpecCHIO, 3anyruBalHe; XyJIHraicTBo; coUuHanbHoe GOHKOTHpPOBaHHE C NMOMOIIBIO Pa3fMYHbIX
UHTEPHET-CCPBUCOB.

Ocuozusle coserst 110 Gopebe ¢ kubepSymmHurom:

L.

He 6pocaitca B 6ok, JIyuiunii cnocob: mocoBeroBaThes Kak ceOf BECTH M, €CIH HET
TOrO, K KOMY MOKHO 0OpaTwThcs, TO BHAYalde YCIHOKOHTECA. ECnM Tl HauHews

orBeyaTh OcKOpOIeHHsMH Ha ockopOleHMs, TO TOJNBKO eme Gonblue pasoNKeIlb
KOHQIHKT;

Yupasisiit cBoel kubeppenyranuei;

AHOHHUMHOCTb B CeTH MHHMas. CywmecTByIOT cnocoObl BBIICHHTB, KTO CTOHT 3a
@HOHMMHBIM AKKaYHTOM;

He cront Becti xynuranckui o6pas BUPTYaIbHOM ku3un. MuTeprer Gukcupyer sce
TBOM JCHCTBHMA M COXPaHAET UX. Y 1aMHTh HX OyneT kpafHe 3aTPYAHHTENLHO;
Cobunonait cBo# BHPTYaNbHYIO Y€CTh CMOJIONY,

Mruopupy#t emunuuHbli Heratus. OmHOpasoBhle OCKOpOHTENbHBIE COOBIMEHUS
Jlyuie UrHopupoBars. QOOBIMHO arpeccHs NpeKpalaeTcs Ha HaYaabHOH CTAIHK;

ban arpeccopa. B nporpammax o6mMeHa MrHOBEHHBIMH COOBUICHHAMM, B COLIHANILHBIX
CeTSX  €CTh BOIMOMHOCTb OJIOKMPOBKM OTIPaBKHM COOOMIEHMH C ONpefesneHHbIX
a1pecos;

Ecom el cpumerens kubepOynnunra. Teou JeHCTBHS: BBICTYNHTb IIPOTHB
npeciieloBarelis, I110K434Th €My, 4YTO €ero IeHCTBHA OLICHHBAIOTCA HEraTHBHO,
NOJUICPXKATh JKEPTBY, KOTOPOH HYXHa IICHXONOrHYecKas MoMolb, COOBLIHTL
B3POCJIBIM O (paKTe arpecCHBHOrO NOBE/ICHUS B CETH.

Mobunonwvitt meaehon

CompemenHble cMapT(HOHBI M IUIAHIWIETBI COZepkaT B cefe BHOMHE B3POCIBIH
dYlIKUHOHAN, H Tenepb OHM MOIYT KOHKYPUPOBATH CO CTALMOHAPHBLIMH KOMITBIOTEDAMH.
O/1HaKo, CpeACTs 3aIUTHI JUIS TTOAOOHBIX YCTPOKCTB NOKA OYeHb MajIo. TeCTHpOBAaHHE H MOMCK

YA3BUMOCTEH B HHX NPOMCXOLMT HE TaK HHTEHCHBHO, kak Jjuis [1K, To e camoe kacaercs u
MOOHIIBHBIX TIPHIIONKECHHHH,

(:OB]JCMCUHI:IC MOOHJIBHEIE 6]38}"3(3pr YWE MNPAKTHYCCKH INOIHA/IM HACTOJIBHBIE AHANOTH,

ONHAKO pacwiupenHe (yHKIMOHana BieveT 3a coBOA CONBLIYIO CHAOXKHOCTL M MEHbLIYIO
3alMIIEHHOCTS.

Hasieko ne BCe INPOM3BOAMTETN BLITYCKAIOT OGHOB/ICHHSA, 3aKPLIBAIONIHE KPHTHYECKHE
YS3BUMOCTH JI/1 CROHX YCTPOHCTB.

OcnosHble COBETBI JUIf OE30IACHOCTH MOOHJILHOTO TCHerOHal

it

Huuero e spnserca no-wactosmemy GecrniaTHbiM. Byab OCTOpONEH, Bemb KOTAa

Tebe mpejuiaraloT GeclaTHBIM KOHTEHT, B HEM MOIYT OBITH CKpBITHl KaKHe-TO
IUIATHBIE YCIYTH;

Hywmai, npexce uem ornpasuts SMS, doTo wiu Buaco. Thl TOYHO 3HACIUD, IE OHH
OyAyT B KOHEUHOM uTore?

Heobxoaumo 06HOBIATE ONEpPaLMOHHYIO CHCTEMY TBOETO cMapTdoHa,;
Henonbsyil aHTHBHPYCHBIE NPOrpaMMB! TSt MOGHIBLHBIX TeNePOHOB;




5. He 3arpyxaii npunokenus oT HeH3BECTHOTO HCTOUHMKA, Belb OHH MOTYT CONEPIKaTh
BPCIOHOCHOE IPOrpaMMHOE o0eceyeH e,

6. Ilocie TOro Kax Tsl BhUiA€Wb ¢ caifTa, rae BBOAMI NU4HY10 uHGopMaLHIo, 3afiau B
HACTPOHKM Opaysepa u ynanu cookies;

7. llepromuyecku nposepsi Kakue IUIATHLIE YCIYTH 4KTHBHPOBAHEI HA TBOEM HOMEDE;

8. [Masalt cBoif HOMep MOGHABHOTO TenehoHA TONLKO JTIOAM, KOTOPBIX ThI 3HAEMmb H
KOMY JOBEpSCIUb;

9. Bluetooth jiomkeH OwITh BBIKITIONEH, KOTAZ Thl MM HE nonb3yewscs. He 3abpisai
HHOTJIa TPOBEPSTE 3TO.

Online uepwt

CoBpeMeHHbIE  OHJIAHH-UIPBI — 3TO KpacO4HbIC, 3aXBaTBIBAIOLIME PpA3BJICYCHHS,
OOBEAMHAIOLINE COTHH THICHY YEIOBEK M0 BCeMy MUpY. Mrpoku HCClefyror mauHbI uM MHp,
ODILAIOTCA APYT C APYIOM, BBITOJIHSIOT 3aflaHisA, CpaXKaloTCA C MOHCTPAMH M IMOJYHalOT OILIT.

32 yAOBOMBCTBHE OHM IIATAT: NOKYNAKOT AMCK, OIIAYMBAIOT AGOHEMEHT HIIH npuobperaror
KdKHE-TO OILIKH.

Bee otu cpexncrBa mayt ma nmonnepkamme u Pa3BHTHE MIPbl, @ TAKXe Ha camy
0e3011aCHOCTE:  COBEPIUEHCTBYIOTCH CHCTEMEI ABTODH3aLUM, BBINYCKAIOTCS HOBBIE IIATYH
(1bpoBbIE 3arUTaTKH VISt IPOTPaMM), 3aKPBIBAIOTCS YA3BHMOCTH CEPBEPOB.

B nopobusix HIrpax CTOHT ONacaTbes e CTOJIBKO CBOHX CONICPHMKOB, CKOJIbBKO Kpa)H
TBOCTO TApojid, Ha KOTOPOM OCHOBaHa CHCTEMA ABTOpH3allHH OONMBUIHHCTBA HID.

OcHoBHBIE COBETHI 10 6€30MACHOCTH TBOEro HTPOBOr0 aKKayHTa:

[ Ecau apyroit nrpok Benet ce6s m1oxo win co3naer Tebe HEMPHATHOCTH, 3a6/10KHpY#H
€r0 B CIIHCKE MTPOKOB;

[oxanyiics  anMuHHCTPaTOpam HIPbl Ha [UIOXOE [OBEACHHE ITOrO MIpoOKa,
JKEIIATE ILHO IIPHIIOMUKTE KAKHE-TO JI0KA3aTenLCTRA B BHIOE CKPHHOB;

He yxaspisait 1H4HY10 HHQOpMALHIO B npodasine urpsr,

YBaxaH APYrHX y4acTHHKOB [10 HIpE;

He yctanasnusaii Reoduumansusie natan u Mojsr:

Vicnionie3yh ciioxusle 1 pasteie naposu;

Haxxe BO BpEeMS HIPBI HE CTOMT OTKIIOYATH aHTHBUpYC. [Toka TbI Wrpaems, TBok
KOMIILIOTEP MOTYT 3aPa3uTh.
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Praune ut Kpasea AuNHBLX QanHbIX

OO6brynoit kpakedt nemer u AOKYMEHTOB CErOAHA YX€ HHKOTO HE YIAMBHUIb, HO ¢

PA3BHTHEM  HMHT CPHET-TEXHOJIOTHH 3JI0YMBIIIJIEHHHUKH NMEPEMECTHIIHCE B HHTEPHET, H
IIPOJIOIDKAIOT 3aHHMATLCH «JIIOOUMBIMY ACNIOM.

Tax nossunace wosas yrposa: HHTEPHET-MOUIEHHHYECTBA HTH QHUIUMHT, IrIaBHas Lels
NOTOPOIO COCTOHMT B NONYYEHWH KOH(HACHUMANBHBIX NAHHBIX MONL3OBATENCH — JIOTHHOB H

liaposied. Ha anrnuiickom sapike phishing unTaercs xax dpumunr (ot fishing — pribuas nopns,
password — rapons).

OcHoBHBIE COBETHI 110 GopLbe ¢ Qumnnrom:

l. Crnemn 3a csomm akkaystom. Ecii Tl Noj03pesaeiitb, YTO TBOA aHKETa Obla

B3JIOMaHa, TO HeoOX0IHMO 3ab10kHpOBaTL ee M COOBIUUTD aIMUHUCTPATOPAM
pecypca 06 aTom KaKk MOXHO cKopee;



2. Hcenonnsyit OezomacHple BeO-caifThl, B TOM YHCNE, HHTCPHET-MarasHHOB W
[IOHCKOBBIX CHCTEM;

3. Hcnonp3yit cnoxuble U pasnble naponn. Takum oGpazom, ecnu Tebs B3IOMAOT, TO
3OYMKIIUIEHHHKH T10JIy4aT A0CTYN TOJIBKO K OAHOMY TBOEMY MpodHIIO B CETH, a HE
KO BCeM;

4. Ecau 7rebst B3noMaiM, TO HEOOXOAMMO IpPEAYIIPENHTh BCEX CBOMX 3HAKOMBIX,

KOTOpEIE J100aBiieHbl Y Teds B APY3bsX, O TOM, YTO TcOs B3JIOMANM H, BO3MOXKHO, OT

TBOEI'O HMEHW OYIET pacChUIATHCA CMAaM M CCBUIKM Ha (PHIIHHTOBLIE CAATBI;

Ycranosu HanexHbl#t napons (PIN) Ha MoOuIbHBIH Tenedon;

Orxoun coxpanenue napons B 6paysepe;

He ortkpbisait dadinel 1 Ipyrue BIONKEHHS B NUCHMAX AaXe €C/AH OHHM MPUILAM OT

TBOWX Jpy3e#. JIyulne yTounu y HuX, OTNpaBisinm J1d oHH Tebe a1y dalinm.

-1 O W

Hugpposas penymayus

LHudposas peryrauus - 9T0 HeraTHBHAsA WIM O3WTHBHAS HHPOPMALMS B CETH o Tebe.
Komnpomerupyiouias nubopmanus pasMellcHHas B HHTEPHETE MOXET CEpPhE3HBIM 0OpasoM
OTPasHTLCH 11d TBOGH peanbHOR Xu3HH. «lludposas penyrauus» - 370 TBOH UMUK, KOTOPHIH
(opmupyeres u3 urdopmanmun o Tebe B UHTEpPHETE.

TBoe MecTo xnTensersa, yuebnl, TBoe GHHAHCOBOE ONOKEeHHe, OCOBEHHOCTH XapaKTepa
i PACCKA3BI 0 DIH3KUX — BCE ITO HAKAILIMBACTCA B CETH.

MHOI'HE NOJIPOCTKM JIETKOMBICIEHHO OTHOCSTCS K IyONMKalMy IU4HOH HHOpMAIMH B
Murepriere, 1e noHuMas BOIMOXHEIX NocneAcTBHH. Thl jaxke He CMOXELIL JIOTAJaThCH O TOM,
uTO oTorpadus, pasMeLicHHas 5 JIeT HA3a[, CTATA IPUYMHON OTKasa npuHATH Teba Ha paboty.

KommenTapnn, pasmewenue TBoux Qororpaduii u Apyrue AeHCTBUS MOTYT He
MCHEIHYIh AXC T1ocne TOro, KaK Thl WX yaanuiib. Thl He 3Haemb, KTO COXPaHH 3Ty
HH(OPMAIMIO, MOMAA JIM OHA B IIOMCKOBBIC CHCTEMBI M COXPAHHM/IACL JIH OHA, a TTABHOE: YTO
nofyMaioT 0 Tebe OKpyIKarouee oK, KOTOpble HalAyT ¥ yBuAST 570, Halitu undopmanuio
MHOIO JICT CNyCTst CMOXeT MoDoH — kak m3 n00psix moOykaeHuM, Tak B ¢ HamepeHHeM
NIPHYUHHTL BPEa. DTO MOXET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 110 3aUNTE LA POBOI penyTaluu:

1. Tojymaii, npexae veM 4To-TO 11yGIMKOBATL M Nepenasars y cebs B 6ore wiau B
CONMaTLHOM CEeTH,;

B nacrpotixax nipoduns ycranosu OrpaHH4YEHHUs Ha [IPOCMOTP TBOEro npoduns 1 ero
COACPIKHMOIO, C/le/1al ero TONBKO LISt APY3Ciiy;

He pasmeruait u ne yxkaswmai uaQoOpMALHIO, KOTOPAs MOXKET KOro-THB0 OCKOpOIATh
HiId 00HXKaTh.

a

Led

Asmopckoe npago

Coppemeniibie  1KOAbHHKH— aKTHBHBIE [OJH30BATENH urdpoBOro NpPOCTPAHCTBA.
OLHAKO NAIEKO HE BCE 3HAIOT, YTO M0/IL30BAHHE MHOTHMH BO3MOXHOCTSMH unppoBoro Mupa
Tpebyer coboACH A NpaB Ha HHTEIEKTYAbHYIO COGCTBEHHOCTD.

TepMHH CHHTCJNIEKTYaILHAs COOCTBEHHOCTB» OTHOCHTCH K Pasiu4YHBEIM TBOPCHHAM
HC/IOBEUCCKOIQ yMa, HAaYHHAA ¢ HOBBIX 1-{306pe1"e1mﬁ H 3HaKOB, 0003HavaloMMX cCobBCTBEHHOCTD

Ha TIPOLYKTBI M YCIyrH . M JaKauumsasg xuuramu, QororpadusMu, KMHODHILMAMH H
MY3BIKAIbHBIMM HIPOH3BEICHHAMH,



ABTOPCKHE IpaBa — 3TO NPaBa Ha MHTE/UICKTYaATbHYIO COOCTBEHHOCTE Ha MPOH3BEACHUS
HAYKH, THTEPATYPLI H HCKYCCTBA. AB‘I'OpCKHe paBa BBICTYNAIOT B KAQ4CCTBE I'APaHTHH TOIO, 4TO
MHTEIIEKTYabHBII/TBOPYECKHH TPYA aBTopa He OyleT HalpacHbIM, NAacT €My CHPaBeIHBLIC
BO3MOMMHOCTH 3apaboTaTh Ha pe3ynsrarax CBOEro TPyHa, MONYYHTh W3BECTHOCTL M NPU3HAHKC.
Hitkro Oe3 paspemenus asropa He MOXET BOCNPOU3BOAUTD €T0 IIPOU3BEICHHE, PACIIPOCTPAHATD,
myOIMuHO JEMOHCTPUPOBATH, IpojlaBaTh, MMIIOPTHPOBAaTh, IYCKaTh B IPOKaT, NyO/IHTIIO
HCITOIHATD, NOKA3bIBATE/ UCIOIHATL B 2 upe uin pasmewmars B HurepHere,

Hcenonb3zoBanne GIMHPATCKOTO» NNPOrpaMMHOTO obecne4yeHus MOXKET MPpHBECTH K MHOTHM
PHCKaM: OT HOTCPpH JJaHHBIX K TBOHM aKKayHTaM Ho0 6HOKHDOBKH TBOETO }’CTpOﬁCTBa, rae
YC'I‘iiHlJIlJIGHHl:li'i HE JierallbHdad [porpaMma. He crour raxxe zabwviBaTh, Y4TO CYUIEeCTBYCT
Jerainiisie i GeciuiaThele 1poOrpaMMel, KOTOPLIE MOIKHO HAlTH B CETH.

O nopmane

Ceresnyox.pp — TBOK riaBHBIH COBETYHK B CeTH. 34eCh THl MOXEIUb Y3HATH O
0e30nacHOCTH B CETH TOHSTHBIM U INOCTYIHBIM S3BIKOM, @ IPH BO3HHKHOBEHMH KPHTHYECKOH
CHTYaIMH OOpaTHTBhCH 3a COBETOM. A TakKe NMPHHATH Yy4acTHE B KOHKYPCaX H CTaTh CambIM
LH(POBBIM TPANKIAHHHOM !




[Tpuaoxenue Ne2. Undopmaumonnas namsitia s 00y4asoUHXCs A5 PAa3MELeHHs Ha
odpuunanbubix Hurepuer-pecypeax

C KaX/IBIM rOJIOM MOJIOAEKH B HHTEPHETE CTAHOBHTHCS GONBIIE, A WIKOILHAKH OJIHH M3
CaMblX aKTHBHBIX rfoOjb3oBaresieli Pyrera. Mexay TeM, NMOMHMO OFpOMHOTO KOAMYeCTBa

BOMOXHOCTEH, HHTCPHET HeceT W npobiieMbl. DTa naMATKa JOJDKHA [IOMOYL Tebe 6e30MacHo
HAXOJHUTECH B CE€TH,

Kosnviomepnote eupycuor

Komueiorepuriit  Bupye - 3T0  pasHOBMAHOCTS KOMIILIOTEPHBIX  IIPOTpamM,
OTIAYHTENBHON  OCOOEHHOCTBIO KOTOPOH fBMAEICA CHNOCOBHOCTE K  pasMHOXKEHMIO. B
NIONIONHEHNE K ITOMY, BHPYCBI MOTYT MOBPE[MTh MM MONHOCTHIO YHWYTOXKHTH BCe (ailisl u
/QHHBIC, T10/UCOHTPOILHBIC MOJIL3OBATENI0, OT MMEHH KOTOPOro Gblia 3amymicHa 3apadHuas
IpOrpaMma, a TaKKC IMOBPETh MM AAKE YHHYTOKHTb ONEPALMOHHYIO CHCTEMY CO BCEMH
(ait:tamu B wenom. B GosipluHHCTBE Cilyuaes PacnpocTpaHsIOTCs BUPYChl YEpe3 HHTEPHET.

METo/b! 3aLHTH OT BPEJOHOCHEIX POTPAMM:

I. Hcnonwsyii coBpemeHHsle ONICPANMOHHBIE CHCTEMBI, HMEIOOME CEPLE3HEIN YPOBEHD
3AUIHTE! OT BPEAOHOCHBIX POTPaMM;

2. Tlocrosinno ycranasnuBail mayTu (undpoBrle 3anIaTKH, KOTOPhIE ABTOMATUYECKH
YCTAHABIIMBAIOTCH C UEIBIO A0pabTKH NPOTPamMMbl) H ApYrHe OGHOBJIEHMS CBOCIH
ONCPALUMOHHOHA CucTeMbl, CkadquBal HX TONBKO ¢ OQHUMATLHOTO cafiTa paspaboTyrka
OC. Ecii cywuectByeT pexum asToMaTHIeCKOro oOHOBIIEHHS, BIUTIOUH €ro;

3. Paboraii Ha cBoem KOMIIBIOTCPE NOA NPABAMY NONL30BATEN, & HE aIMHHHCTPATOpA,
ITO HEe NO3BOJMT GOMBLIMHCTBY BPEMIOHOCHBIX MPOrpaMM HHCTAIMPOBATHECA Ha
TBOEM TEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnone3syit aHTUBHPYCHBIE NPOrpaMMHBIE NPOUYKThI H3BECTHBIX MPOU3BOAUTEIE, C
ABTOMATHYECKUM OOHOBNICHHEM Oa3;

5. Orpanuunus pusuueckuit ZOCTyn K KOMIBIOTEPY JUIA MIOCTOPOHHUX JIHLL;

6. Hcnonb3yit sBHemuue HocHTeNM uHpOpMalHK, Takke Kak GreuKa, JUCK ik Gaiin u3
HHTEPHETA, TOALKO U3 NPOYEPEHHBIX HCTOUHHKOB;

7. He orkpeiBail KOMObIOTEPHEIE hattiel, nonyueHHblE W3 HEHANEXHBIX HCTOYHHKOB.

Haxe Te dainel, KOTOpble TpHCNAN TBOA 3HAKOMBIH. Jlyquie ytounu y wuero,
OTINPABIIsUI JIH OH Tebe ux.

Cemu WI-FI

Wi-F1 - 5710 He Bi/ nepeslaun nanuwbix, e TEXHOJIOTHS, a BCEro ML Openj, Mapka. Eue
B 1991 rojly uuaepnanackas KOMNauus 3apeructpuposaia Openn « WECAw», uto 0603Hagano
ciosocoueranne «Wireless Fidelity», koTopeiit nepesoautes kax «DecnpoBOHAA TOYHOCTEY.

Ho mnamero Bpemenw pomuta npyras ab0peBuarypa, KOTOpas SBNSETCH TakoH ke
TexHonorueit. Ito abopesnarypa « Wi-Fi». Takoe Hassanme 65110 ZIaHO ¢ HAMEKOM Ha CTaHHapT
BLICIUKE 38YKOBOH Texnukn Hi-Fi, uto 8 nepesoae o3nayaer «BbicoKas TOYHOCTBY.

Ha, Gecrnatasiii unrepHer-j0CTyN B Kae, OTe/IAX H AdPOMNOPTAX ABNSETCH OTAHYHOMN

BOSMOKHOCTLIO BBIXOMA B MHTEpHET. Ho MHOrMe 9KCnepThl CYHTAIOT, YTO obwenoctynusie Wi-
Fi cern e sBasiores Gesonacubmvy.

Cosetnt mo GesonacuocTy paGore B obutenoctyrusix cetax Wi-fi:



He nepenasait csoto nuunyio undopmanmo uyepes obmenocrynueie Wi-Fi ceru.
Pabotas B HHX, e/MaTeNbHO He BBONMTH NAPONH JOCTYIA, JOTHHBI M KAKHE-TO
HOMEPA;

Venonm3y#t u oGHOBIISAH aHTHBHPYCHBIE IPOrpaMMB! H Bpanamayep. TeM caMbIM Thl
oGe3oniacuIb cebs OT 3aKa4YKH BUPYCa Ha TBOE YCTPONCTBO;

[Ipn wncnompsobanmu Wi-Fi otkmoun dymxumo «O6umit Joctyn K (aiinam u
npuntepam». Jlanuas QyHKUMA 3aKphITA 110 yMONYAHWIO, OAHAKO HEKOTOPbIE
N071B30BATE/IH AKTUBHPYIOT €€ As ynoGeTBa HCNoNb30Banus B pabote uim yuebe;

He ucnionesyit ny6amunemt WI-FI mis nepenaun AHMYHBIX JaHHBIX, HampuMmep s
BLIXOJla B COLHAIBHbIE CETH HJIH B SJICKTPOHHYIO NOYTY;

Mnonu3yil Tosnbko sammmensoe coemunenue yepes HTTPS, a we HTTP, te. IpH
Habope BeG-anpeca BBOAK uMeHHO «https://»;

B wvobumsnom tenedone otwmoun Qynxkmmo «[logkmodenme k  Wi-Fi

aBTOMarTHy4cckH». He nonyckail asToMaTHueckoro noaknodeHus YCTPOUCTBA K CeTSM
Wi-Fi Bes raoero coryacus.

Coyuanvuvle cemu

CounarbHble CETH akTHBHO BXOMSAT B Haury >XH3Hb, MHOTHE JIIOXH paboTaroT M KHBYT
TaM MOCTOAHHO, a B Facebook yxe 3aperncrpuposan MUMTHAap HYeNOBEK, YTO ABNICTCH O[HOH
CEeALMOM BCEX KMTENEH 1naneTsl. MHOTHE 10Jb30BATEH He NOHMMAIOT, YTO MHOpPMAIuH,

PAIMCHIEHHAA HMH B COIHATBHBIX CETHAX, MOMET OBITh HalJieHa ¥ HCIOJIb30BaHa K€M YTOJHO, B
TOM YHC/IE He 00s13aTeNnbHOo ¢ 6naruMm HaAMCPEHHAMH.

OcHoBHEBIE COBETHI 110 6E30NACHOCTH B COUHAIBHBIX CETAX:

1.

L2

Orpanuyb cnucok apyseif. Y 1ebs B Ipy3bsx He JOMKHO ObITh cydafHbIX H
HE3HAKOMBIX JIIOMIe;

3aumian cBoio 4YacTHyK Ku3Hb. He yKasblBad naponw, tenedonsl, agpeca, uary
TBOCIO DPOXKACHHA M JIPYTYIO AHYHYIO MHOOPMAuMio. 3/0YMBIULIEHHMKH MOTYT

HCIIONB3OBATE N@XKe WHOOPMALMIO O TOM, KaK Thl H TBOM POAMTENH INIAHHpyeTe
IIPOBECTH KAHHKYIJIBI;

Jaumiman CBOKO PeNyTALMIO - JEPXKH e B YHCTOTE M 3anaBali cebe BOTIPOC: XOTen Obl

TBI, YTOOb1 JIPYrHE NOJIL30BATENN BUAEIH, YTO Thl sarpyxaews? Tlogymal, npexue

HEM YTO-TO OMyBIMKOBATE, HAITHCATD H 3arPy3uT;

Eciu Thl TOBOPHUIL € JIOALMH, KOTOPBIX HE 3HAELIb, HE HCIIONB3YH CBOE peanbHoe
HMA ¥ APYryIO AM4HYIO MH(DODMALMA: KMS, MECTO KMTE/IBCTBA, MECTO y4yeGHl M
npoucee;

VisGerait pasmemenus dotorpaduit s Hureprete, rae Tbl H306paskeH Ha MECTHOCTH,
[10 KOTOPOH MOXHO ONpPEeIHTh TBOE MECTOIIONOKEHHE,

Ilpn peructpaiuy B COLHANBHON CETH HEOGXOLUMO HCNOJIb3OBATH COIKHBIE [1apony,
cocrosume 3 Oyks U UMQp U ¢ KOTHMYECTBOM 3HAKOB He MeHee §;

Hast coUHIbHON CETH, NOYTHI H APYTHX CAliTOB HEOBXOIUMO HCHOMBIOBATE pasHble

napomy, Torua ecnu Tebs B3JIOMAIOT, TO 3MOYMBILLTCHHHKY MOJIy4aT JAOCTYN TOMBKO
K OTHOMY MCCTY, a HE BO BCE ¢pa3y.

Dnexkmponnsie Oenveu

5

JIEKTPORHBIE IEHBIH — 3TO OYeHb yHOOHBIA Crocob niarexkeii, ogHako CYIIECTBYIOT

MOILUCHHHKH, KOTOpPhIE XOTAT NOJYMHTB 3TH HEHBIH,

:‘)J’IC-K’]‘pO?-!HI)IC JCHBTH TIOABHIIMCHL COBCEM HEJlaBHO H HMEHHO H3

-3a 3TOr0 BO MHOT'HX

FOCYlapCTRAX 10 CHX Nop He rnponucano IIPpO HHX B 3aKoHax.



B Poccun e OHH (YHKUMOHHPYIOT B O HHX Y€ MpPOINKCAHO B 3aKOHE, TIE HX
pasaeNslOT Ha HECKOJbKO BHJIOB — aHOHMMHBIE M HE aHOHMMHBle. PasHMma B TOM, 4TO
AHOHHMMHBIE - DTO T€, B KOTOPBIX pa3peiyaercs NPOBOAMTH onepauxu 6e3 umeHTMUKALHH
110/1530BaTE/1s, @ B HEAHOHHMHBIX WACHTHQHKANHK NONB30BATENS ABNAETCS 00S3aTCABHOM.

Taxxe ciepyeT pasauuarh JJICKTPOHHblE (HATHBIE NEHBIH (PaBHBI FOCYNAPCTBEHHBIM
BAIOTAM) U JJIEKTPOHHbIE He(HaTHEIE AeHbIH (He PaBHBI FOCYMAPCTBEHHBIM BAIIOTAM).

OcHosiple coBets! 110 Ge3onacHo paGore ¢ EKTPORHBIMH JCHBIAMH:

1. Ilpupsixku K cuety MoOuabHbLIR Tenedon. DTO camblit yAOOHBIA ¥ GLICTPBIH CrOcol
BOCCTAHOBMTL JIOCTYN K cueTy. Ilpusssanublii tenedoH nmomoxker, ecnu 3adyneus
CBOM IIJIATEKHBIH IIAPONb MM 3aiIelIb Ha CaliT C HE3HAKOMOI0 YCTPOMCTBE;

2. Vcnonp3syii omnopasosbiec mapond. [locne mepexona Ha YCHICHHYIO aBTOPH3AUHIO
Tebe yxe e OyacT yrpoxarh ONacHOCTL KPau HIIM [IEPEXBATa MJIATEXHHOrO Napois;

3. Buibepu cnoxnbit naponn. [Ipecrynumiam Gyzer He NpoOCTO yrazaTsh CIHOMHBIN
naposnb. Hagexiibie naponu — 370 naponu, KOTOPHIE COAEPI)KAT HEe MeHee 8 3HAKOB H
BKITIOHAOT B ce0sl CTPOYHBIC M NPONUCHSIe OyKBBI, LU M HECKOILKO CHMBO/IOB,
TaKHE KaK 3HaX A0Julapa, QyHTa, BOCKIHUATENbHBIH 3HaK  T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM MMYHBIE NAaHHBIC HA CAliTaX, KOTOPLIM HE JAOBEPAEITD.

Inexmponnasn nowma

ONEKTPOHHAS TIOYTA — ITO TEXHONOTHA H MPEJIOCTABISEMEIC €10 YCIYTH M0 [IEPEChUIKE H
HOJIYICHHIO 3JIEKTPOHHBIX COOOIMIEHHMH, KOTOPhIE PACHPENeNsiOTCs B KOMIILIOTEPHON CeTH.
OCBIMHO  3/IEKTPOHHBIH MOYTOBBIA ~ AWMK  BBITJIAAMT  CNEAYIOMM  ofpasom:

UMS_NONB30BATENA(@NMS_oMeHa, Takke Kpome Iepenayd TNpOCTOro TEKCTa, HMeercs
BO3IMOMKHOCTb 1Cpe/1aBaTh (pafl.

Ocrosupie copers 10 Ge3onaciiol pabore ¢ 3NEKTPOHHOMN TOUTOH:

I. Hano BeIOpath NpaBHILHbLA TOYTOBLIH CepBHC. B HHTEPHETE €CTh OrpOMHBIH BIGOP
DecriaTHLIX NOYTOBBIX CEPBHCOB, OAHAKO Ny4Ylle ZOBEPSTH TeM, KOTO 3HACIb U KTO
IEPBLIA B peHTHHTE;

2. He ykaspiBait B JM9HON mouTe JuHylo MH@oOpMauuio. Hanmpumep, nywmre BuiGpars
«My3BIKaIBIBIH_pasat@» unu «pok2013» BMecTo «Temal3y;

3. Mcenons3y# ABYXITAIHYIO ABTOPH3alMIo, DTO KOrAa IIOMHMO 11apoJis HY)KHO BBOIMTS
KOJ1, NpHCbLTaeMbIi 110 SMS;

4. Buibepr cnoxneiit maponb. JUis KaXLOro MOYTOBOro siMKa AOMKEH OBITH CBOM
HaJIeKHBIH, YCTOHYHMBBLT K B3JIOMY NapoJib;

5. Ecid ecTh BO3MOXKHOCTb HAIHCATb CAMOMY CBOM JIMMHBIN BOTIPOC, HCTIOMB3YA 3Ty
BO3MOXKHOCTD;

6. Mcrnonp3y#i HeCKONHKO NOYTOBBIX slMKOB. [lepBBI a8 9acTHOM TIEPENHCKH €
aZpccaTaMy, KOTOPBLIM Thl JIOBEpselb. JTO 3NEKTPOHHBIA ajpec He Hano
MCTIOJIL3OBATL LIPH PCrHCTPAlMK Ha popyMax H caitax;

7. He orkpbizaht ¢aiiibl ¥ ApyIHe BAOKEHMS B MHUCHMAX AaXKE €CNH OHM MPHUUIK OT
TBOMX ipysceit. Jlydine yrounn y uux, ornpasiasan nu ouu Te6e 311 dainsr;

8.

[locae okonuanus paGoTel HA NOYTOBOM CEpBHCE [epe/l 3aKphITHEM BKJIIKM C
CanTOM He 3abyib HaxaTh Ha « BuIATHY.



Kubeplynnune wiu eupmyanshoe usdecamenoCmeo

KubepOynnuer — mpecnegoBanue COOOIIGHHSMH, COACPXKAIIAMH OCKOPONEHHMA,

arpecCHIO, 3anyruBalHe; XyJIHraicTBo; coUuHanbHoe GOHKOTHpPOBaHHE C NMOMOIIBIO Pa3fMYHbIX
UHTEPHET-CCPBUCOB.

Ocuozusle coserst 110 Gopebe ¢ kubepSymmHurom:

L.

He 6pocaitca B 6ok, JIyuiunii cnocob: mocoBeroBaThes Kak ceOf BECTH M, €CIH HET
TOrO, K KOMY MOKHO 0OpaTwThcs, TO BHAYalde YCIHOKOHTECA. ECnM Tl HauHews

orBeyaTh OcKOpOIeHHsMH Ha ockopOleHMs, TO TOJNBKO eme Gonblue pasoNKeIlb
KOHQIHKT;

Yupasisiit cBoel kubeppenyranuei;

AHOHHUMHOCTb B CeTH MHHMas. CywmecTByIOT cnocoObl BBIICHHTB, KTO CTOHT 3a
@HOHMMHBIM AKKaYHTOM;

He cront Becti xynuranckui o6pas BUPTYaIbHOM ku3un. MuTeprer Gukcupyer sce
TBOM JCHCTBHMA M COXPaHAET UX. Y 1aMHTh HX OyneT kpafHe 3aTPYAHHTENLHO;
Cobunonait cBo# BHPTYaNbHYIO Y€CTh CMOJIONY,

Mruopupy#t emunuuHbli Heratus. OmHOpasoBhle OCKOpOHTENbHBIE COOBIMEHUS
Jlyuie UrHopupoBars. QOOBIMHO arpeccHs NpeKpalaeTcs Ha HaYaabHOH CTAIHK;

ban arpeccopa. B nporpammax o6mMeHa MrHOBEHHBIMH COOBUICHHAMM, B COLIHANILHBIX
CeTSX  €CTh BOIMOMHOCTb OJIOKMPOBKM OTIPaBKHM COOOMIEHMH C ONpefesneHHbIX
a1pecos;

Ecom el cpumerens kubepOynnunra. Teou JeHCTBHS: BBICTYNHTb IIPOTHB
npeciieloBarelis, I110K434Th €My, 4YTO €ero IeHCTBHA OLICHHBAIOTCA HEraTHBHO,
NOJUICPXKATh JKEPTBY, KOTOPOH HYXHa IICHXONOrHYecKas MoMolb, COOBLIHTL
B3POCJIBIM O (paKTe arpecCHBHOrO NOBE/ICHUS B CETH.

Mobunonwvitt meaehon

CompemenHble cMapT(HOHBI M IUIAHIWIETBI COZepkaT B cefe BHOMHE B3POCIBIH
dYlIKUHOHAN, H Tenepb OHM MOIYT KOHKYPUPOBATH CO CTALMOHAPHBLIMH KOMITBIOTEDAMH.
O/1HaKo, CpeACTs 3aIUTHI JUIS TTOAOOHBIX YCTPOKCTB NOKA OYeHb MajIo. TeCTHpOBAaHHE H MOMCK

YA3BUMOCTEH B HHX NPOMCXOLMT HE TaK HHTEHCHBHO, kak Jjuis [1K, To e camoe kacaercs u
MOOHIIBHBIX TIPHIIONKECHHHH,

(:OB]JCMCUHI:IC MOOHJIBHEIE 6]38}"3(3pr YWE MNPAKTHYCCKH INOIHA/IM HACTOJIBHBIE AHANOTH,

ONHAKO pacwiupenHe (yHKIMOHana BieveT 3a coBOA CONBLIYIO CHAOXKHOCTL M MEHbLIYIO
3alMIIEHHOCTS.

Hasieko ne BCe INPOM3BOAMTETN BLITYCKAIOT OGHOB/ICHHSA, 3aKPLIBAIONIHE KPHTHYECKHE
YS3BUMOCTH JI/1 CROHX YCTPOHCTB.

OcnosHble COBETBI JUIf OE30IACHOCTH MOOHJILHOTO TCHerOHal

it

Huuero e spnserca no-wactosmemy GecrniaTHbiM. Byab OCTOpONEH, Bemb KOTAa

Tebe mpejuiaraloT GeclaTHBIM KOHTEHT, B HEM MOIYT OBITH CKpBITHl KaKHe-TO
IUIATHBIE YCIYTH;

Hywmai, npexce uem ornpasuts SMS, doTo wiu Buaco. Thl TOYHO 3HACIUD, IE OHH
OyAyT B KOHEUHOM uTore?

Heobxoaumo 06HOBIATE ONEpPaLMOHHYIO CHCTEMY TBOETO cMapTdoHa,;
Henonbsyil aHTHBHPYCHBIE NPOrpaMMB! TSt MOGHIBLHBIX TeNePOHOB;




5. He 3arpyxaii npunokenus oT HeH3BECTHOTO HCTOUHMKA, Belb OHH MOTYT CONEPIKaTh
BPCIOHOCHOE IPOrpaMMHOE o0eceyeH e,

6. Ilocie TOro Kax Tsl BhUiA€Wb ¢ caifTa, rae BBOAMI NU4HY10 uHGopMaLHIo, 3afiau B
HACTPOHKM Opaysepa u ynanu cookies;

7. llepromuyecku nposepsi Kakue IUIATHLIE YCIYTH 4KTHBHPOBAHEI HA TBOEM HOMEDE;

8. [Masalt cBoif HOMep MOGHABHOTO TenehoHA TONLKO JTIOAM, KOTOPBIX ThI 3HAEMmb H
KOMY JOBEpSCIUb;

9. Bluetooth jiomkeH OwITh BBIKITIONEH, KOTAZ Thl MM HE nonb3yewscs. He 3abpisai
HHOTJIa TPOBEPSTE 3TO.

Online uepwt

CoBpeMeHHbIE  OHJIAHH-UIPBI — 3TO KpacO4HbIC, 3aXBaTBIBAIOLIME PpA3BJICYCHHS,
OOBEAMHAIOLINE COTHH THICHY YEIOBEK M0 BCeMy MUpY. Mrpoku HCClefyror mauHbI uM MHp,
ODILAIOTCA APYT C APYIOM, BBITOJIHSIOT 3aflaHisA, CpaXKaloTCA C MOHCTPAMH M IMOJYHalOT OILIT.

32 yAOBOMBCTBHE OHM IIATAT: NOKYNAKOT AMCK, OIIAYMBAIOT AGOHEMEHT HIIH npuobperaror
KdKHE-TO OILIKH.

Bee otu cpexncrBa mayt ma nmonnepkamme u Pa3BHTHE MIPbl, @ TAKXe Ha camy
0e3011aCHOCTE:  COBEPIUEHCTBYIOTCH CHCTEMEI ABTODH3aLUM, BBINYCKAIOTCS HOBBIE IIATYH
(1bpoBbIE 3arUTaTKH VISt IPOTPaMM), 3aKPBIBAIOTCS YA3BHMOCTH CEPBEPOB.

B nopobusix HIrpax CTOHT ONacaTbes e CTOJIBKO CBOHX CONICPHMKOB, CKOJIbBKO Kpa)H
TBOCTO TApojid, Ha KOTOPOM OCHOBaHa CHCTEMA ABTOpH3allHH OONMBUIHHCTBA HID.

OcHoBHBIE COBETHI 10 6€30MACHOCTH TBOEro HTPOBOr0 aKKayHTa:

[ Ecau apyroit nrpok Benet ce6s m1oxo win co3naer Tebe HEMPHATHOCTH, 3a6/10KHpY#H
€r0 B CIIHCKE MTPOKOB;

[oxanyiics  anMuHHCTPaTOpam HIPbl Ha [UIOXOE [OBEACHHE ITOrO MIpoOKa,
JKEIIATE ILHO IIPHIIOMUKTE KAKHE-TO JI0KA3aTenLCTRA B BHIOE CKPHHOB;

He yxaspisait 1H4HY10 HHQOpMALHIO B npodasine urpsr,

YBaxaH APYrHX y4acTHHKOB [10 HIpE;

He yctanasnusaii Reoduumansusie natan u Mojsr:

Vicnionie3yh ciioxusle 1 pasteie naposu;

Haxxe BO BpEeMS HIPBI HE CTOMT OTKIIOYATH aHTHBUpYC. [Toka TbI Wrpaems, TBok
KOMIILIOTEP MOTYT 3aPa3uTh.
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Praune ut Kpasea AuNHBLX QanHbIX

OO6brynoit kpakedt nemer u AOKYMEHTOB CErOAHA YX€ HHKOTO HE YIAMBHUIb, HO ¢

PA3BHTHEM  HMHT CPHET-TEXHOJIOTHH 3JI0YMBIIIJIEHHHUKH NMEPEMECTHIIHCE B HHTEPHET, H
IIPOJIOIDKAIOT 3aHHMATLCH «JIIOOUMBIMY ACNIOM.

Tax nossunace wosas yrposa: HHTEPHET-MOUIEHHHYECTBA HTH QHUIUMHT, IrIaBHas Lels
NOTOPOIO COCTOHMT B NONYYEHWH KOH(HACHUMANBHBIX NAHHBIX MONL3OBATENCH — JIOTHHOB H

liaposied. Ha anrnuiickom sapike phishing unTaercs xax dpumunr (ot fishing — pribuas nopns,
password — rapons).

OcHoBHBIE COBETHI 110 GopLbe ¢ Qumnnrom:

l. Crnemn 3a csomm akkaystom. Ecii Tl Noj03pesaeiitb, YTO TBOA aHKETa Obla

B3JIOMaHa, TO HeoOX0IHMO 3ab10kHpOBaTL ee M COOBIUUTD aIMUHUCTPATOPAM
pecypca 06 aTom KaKk MOXHO cKopee;



2. Hcenonnsyit OezomacHple BeO-caifThl, B TOM YHCNE, HHTCPHET-MarasHHOB W
[IOHCKOBBIX CHCTEM;

3. Hcnonp3yit cnoxuble U pasnble naponn. Takum oGpazom, ecnu Tebs B3IOMAOT, TO
3OYMKIIUIEHHHKH T10JIy4aT A0CTYN TOJIBKO K OAHOMY TBOEMY MpodHIIO B CETH, a HE
KO BCeM;

4. Ecau 7rebst B3noMaiM, TO HEOOXOAMMO IpPEAYIIPENHTh BCEX CBOMX 3HAKOMBIX,

KOTOpEIE J100aBiieHbl Y Teds B APY3bsX, O TOM, YTO TcOs B3JIOMANM H, BO3MOXKHO, OT

TBOEI'O HMEHW OYIET pacChUIATHCA CMAaM M CCBUIKM Ha (PHIIHHTOBLIE CAATBI;

Ycranosu HanexHbl#t napons (PIN) Ha MoOuIbHBIH Tenedon;

Orxoun coxpanenue napons B 6paysepe;

He ortkpbisait dadinel 1 Ipyrue BIONKEHHS B NUCHMAX AaXe €C/AH OHHM MPUILAM OT

TBOWX Jpy3e#. JIyulne yTounu y HuX, OTNpaBisinm J1d oHH Tebe a1y dalinm.

-1 O W

Hugpposas penymayus

LHudposas peryrauus - 9T0 HeraTHBHAsA WIM O3WTHBHAS HHPOPMALMS B CETH o Tebe.
Komnpomerupyiouias nubopmanus pasMellcHHas B HHTEPHETE MOXET CEpPhE3HBIM 0OpasoM
OTPasHTLCH 11d TBOGH peanbHOR Xu3HH. «lludposas penyrauus» - 370 TBOH UMUK, KOTOPHIH
(opmupyeres u3 urdopmanmun o Tebe B UHTEpPHETE.

TBoe MecTo xnTensersa, yuebnl, TBoe GHHAHCOBOE ONOKEeHHe, OCOBEHHOCTH XapaKTepa
i PACCKA3BI 0 DIH3KUX — BCE ITO HAKAILIMBACTCA B CETH.

MHOI'HE NOJIPOCTKM JIETKOMBICIEHHO OTHOCSTCS K IyONMKalMy IU4HOH HHOpMAIMH B
Murepriere, 1e noHuMas BOIMOXHEIX NocneAcTBHH. Thl jaxke He CMOXELIL JIOTAJaThCH O TOM,
uTO oTorpadus, pasMeLicHHas 5 JIeT HA3a[, CTATA IPUYMHON OTKasa npuHATH Teba Ha paboty.

KommenTapnn, pasmewenue TBoux Qororpaduii u Apyrue AeHCTBUS MOTYT He
MCHEIHYIh AXC T1ocne TOro, KaK Thl WX yaanuiib. Thl He 3Haemb, KTO COXPaHH 3Ty
HH(OPMAIMIO, MOMAA JIM OHA B IIOMCKOBBIC CHCTEMBI M COXPAHHM/IACL JIH OHA, a TTABHOE: YTO
nofyMaioT 0 Tebe OKpyIKarouee oK, KOTOpble HalAyT ¥ yBuAST 570, Halitu undopmanuio
MHOIO JICT CNyCTst CMOXeT MoDoH — kak m3 n00psix moOykaeHuM, Tak B ¢ HamepeHHeM
NIPHYUHHTL BPEa. DTO MOXET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 110 3aUNTE LA POBOI penyTaluu:

1. Tojymaii, npexae veM 4To-TO 11yGIMKOBATL M Nepenasars y cebs B 6ore wiau B
CONMaTLHOM CEeTH,;

B nacrpotixax nipoduns ycranosu OrpaHH4YEHHUs Ha [IPOCMOTP TBOEro npoduns 1 ero
COACPIKHMOIO, C/le/1al ero TONBKO LISt APY3Ciiy;

He pasmeruait u ne yxkaswmai uaQoOpMALHIO, KOTOPAs MOXKET KOro-THB0 OCKOpOIATh
HiId 00HXKaTh.

a

Led

Asmopckoe npago

Coppemeniibie  1KOAbHHKH— aKTHBHBIE [OJH30BATENH urdpoBOro NpPOCTPAHCTBA.
OLHAKO NAIEKO HE BCE 3HAIOT, YTO M0/IL30BAHHE MHOTHMH BO3MOXHOCTSMH unppoBoro Mupa
Tpebyer coboACH A NpaB Ha HHTEIEKTYAbHYIO COGCTBEHHOCTD.

TepMHH CHHTCJNIEKTYaILHAs COOCTBEHHOCTB» OTHOCHTCH K Pasiu4YHBEIM TBOPCHHAM
HC/IOBEUCCKOIQ yMa, HAaYHHAA ¢ HOBBIX 1-{306pe1"e1mﬁ H 3HaKOB, 0003HavaloMMX cCobBCTBEHHOCTD

Ha TIPOLYKTBI M YCIyrH . M JaKauumsasg xuuramu, QororpadusMu, KMHODHILMAMH H
MY3BIKAIbHBIMM HIPOH3BEICHHAMH,



ABTOPCKHE IpaBa — 3TO NPaBa Ha MHTE/UICKTYaATbHYIO COOCTBEHHOCTE Ha MPOH3BEACHUS
HAYKH, THTEPATYPLI H HCKYCCTBA. AB‘I'OpCKHe paBa BBICTYNAIOT B KAQ4CCTBE I'APaHTHH TOIO, 4TO
MHTEIIEKTYabHBII/TBOPYECKHH TPYA aBTopa He OyleT HalpacHbIM, NAacT €My CHPaBeIHBLIC
BO3MOMMHOCTH 3apaboTaTh Ha pe3ynsrarax CBOEro TPyHa, MONYYHTh W3BECTHOCTL M NPU3HAHKC.
Hitkro Oe3 paspemenus asropa He MOXET BOCNPOU3BOAUTD €T0 IIPOU3BEICHHE, PACIIPOCTPAHATD,
myOIMuHO JEMOHCTPUPOBATH, IpojlaBaTh, MMIIOPTHPOBAaTh, IYCKaTh B IPOKaT, NyO/IHTIIO
HCITOIHATD, NOKA3bIBATE/ UCIOIHATL B 2 upe uin pasmewmars B HurepHere,

Hcenonb3zoBanne GIMHPATCKOTO» NNPOrpaMMHOTO obecne4yeHus MOXKET MPpHBECTH K MHOTHM
PHCKaM: OT HOTCPpH JJaHHBIX K TBOHM aKKayHTaM Ho0 6HOKHDOBKH TBOETO }’CTpOﬁCTBa, rae
YC'I‘iiHlJIlJIGHHl:li'i HE JierallbHdad [porpaMma. He crour raxxe zabwviBaTh, Y4TO CYUIEeCTBYCT
Jerainiisie i GeciuiaThele 1poOrpaMMel, KOTOPLIE MOIKHO HAlTH B CETH.

O nopmane

Ceresnyox.pp — TBOK riaBHBIH COBETYHK B CeTH. 34eCh THl MOXEIUb Y3HATH O
0e30nacHOCTH B CETH TOHSTHBIM U INOCTYIHBIM S3BIKOM, @ IPH BO3HHKHOBEHMH KPHTHYECKOH
CHTYaIMH OOpaTHTBhCH 3a COBETOM. A TakKe NMPHHATH Yy4acTHE B KOHKYPCaX H CTaTh CambIM
LH(POBBIM TPANKIAHHHOM !






